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APCUG VTC & ANNUAL MEETING VIDEOS
You will find the YouTube videos at:
SUMMER 2017







Chromebooks are for Seniors, Rono Brown - https://youtu.be/4uszFPNL-SU
Finding Tech Information on Medium.com , Kathy Jacobs https://www.youtube.com/watch?v=A2DPVlMyz-E
GNSS (Global Navigation Satellite System) - Bill Hobbs - https://youtu.be/NVwXG1vbHak
Home Automations Security, Bill James - https://www.youtube.com/watch?v=EMeb8eqOukY
Pi-hole, a LAN-wide ad blocker that runs on a Raspberry-pi, Don Arrowsmith https://youtu.be/nQjj2BaBKE8
Ideas for Revitalizing Your Tech Club, Judy Taylour - https://youtu.be/UM9xq3ebye0

FALL 2017








Staying Safe Online, Bob Gostischa - https://youtu.be/TIZPEmtB_-8
The Importance of Having a VPN, Joe Melfi -https://youtu.be/yQ1OAdliG90
iOS 11 Tips & Tricks, Jere Minich - https://youtu.be/PhRVG0qRBP4
LibreOffice, John Kennedy - https://youtu.be/rCsN-krGhRw
Google Photos, Ron Brown - https://youtu.be/Uj-C8jsQ4T0
Voice Operated Assistants, Greg Skalka - https://youtu.be/GRFIJM39wHI
Annual Meeting - https://youtu.be/1H806HM8StY

2018 VTC Dates





February 10 -- for more information, see Page 14 of this newsletter or
https://apcug2.org/apcug-2018-winter-virtual-technology-conference-vtc27/
May 5
August 18
November 3

Check out the APCUG website for current and informative articles - https://apcug2.org/

Interesting Websites:
TED Talk - Beware online “filter bubbles”
https://www.ted.com/talks/eli_pariser_beware_online_filter_bubbles?language=en
How to See What Web Sites Your Computer Is Secretly Connecting To
https://www.howtogeek.com/98601/easily-monitor-your-computers-internet-connection-activity/
The Pros and Cons of Buying Phones from Your Carrier
https://www.howtogeek.com/328105/the-pros-and-cons-of-buying-phones-directly-from-your-carrier/
How to Avoid Fake and Scammy Amazon Sellers
https://www.howtogeek.com/331228/how-to-spot-fake-and-scammy-amazon-seller/
How Credit Card Skimmers Work, and How to Spot Them
https://www.howtogeek.com/193958/atm-skimmers-explained-how-to-protect-your-atm-card/
http://localconditions.com/
If you plan on going someplace, but the weather is kind of iffy, go to this site and check out the road
conditions. The site appears to monitor all Interstate and state highways along with some major local
roads.
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Back to Google Earth

By Len Nasman, Webmaster, Bristol Village Computer Club, OH
September/October issue, BVCC Newsletter
http://bvres.org/bvcchome.html - Webmaster (at) bvres.org

There seems to be no end to the global data base available through
Google Earth. To start with, here is a link to a video that explains how
Google Earth 3D images are created. I was surprised to learn that the
3D images of buildings are generated from pictures taken from
airplanes.

The Google Street View image collection continues to expand with pictures
taken from cars, carts, back pack cameras, and even underwater cameras.

Now Google has increased their data collection efforts by allowing regular
folks to add to the collection using something called Snap. You can take
your own pictures and add them to the Google Earth database. You can
even use 3D cameras (now available at consumer level prices) to add
dynamic 360-degree views.

An interesting tool that has important implication for
historical record keeping and scientific analysis is Google
Timelapse. Using Google Earth Engine you can scroll
through 22 years of aerial photos and see how the
landscape of an area has changed. This is useful in
everything from urban growth studies to glacial movement
analysis to forest coverage studies.

I have looked at the Timelapse aerial photos of the woods I grew up in near Kane, PA, and found it a bit
depressing. The area of our ‘secret fishing crick’ that used to require a several mile hike through
unmarked forest has been destroyed by numerous oil wells and access roads. You might be amused by
checking Timelapse photos of your places of interest.
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BY Greg Skalka, President, Under the Computer Hood User Group
June 2017 issue, Drive Light - www.uchug.org - president (at) uchug.org

Raindrops on roses
And whiskers on kittens
Bright copper kettles and warm woolen mittens
Brown paper packages tied up with strings
These are a few of my favorite things
(from “My Favorite Things,” by Oscar Hammerstein / Richard Rodgers)
In The Sound of Music, Maria (played by Julie Andrews in the film version), a nun turned governess,
sings of her favorite things to her seven young charges. I wonder how her list might be different if the
story was set today, rather than immediately before World War II. Maria’s list is of simple things; would
today’s Maria include tech items like smartphones and Facebook likes in a more modern list?
What would a list of today’s favorite technology items look like? And what constitutes a favorite? Is it
something you enjoy (like 3D movies) or are merely dependent on and addicted to (perhaps
smartphones)? Rodgers and Hammerstein provided some guidance in their lyrics:
When the dog bites
When the bees sting
When I’m feeling sad
I simply remember my favorite things
And then I don’t feel so bad
So, if I were to make a list of some of my favorite tech things, it would need to contain things that make
me smile and feel happy (perhaps even after being bitten and stung). They don’t have to be tremendously
useful (raindrops on roses aren’t), but should have few negative connotations. That can be a high hurdle
for a lot of our technology, as it seems there is a downside to most of the tech we know and love. Some
of the things that would not make my list because of this include:
Smart phones - While it is remarkable to carry access to the internet in your pocket (assuming you have a
big enough pocket), these devices can also enable a lot of anti-social behavior. Smartphone addiction is
real - the fear of being without your smartphone is called nomophobia. In spite of being one of the most
popular devices and being in practically everyone’s hands, we are forced out of a concern for safety to
enact laws prohibiting their use while driving.
Twitter - While I’ll admit I don’t use it, it would seem to be a fun and useful way to communicate. It
appears to be a poor way for a President to communicate.
Drones - Quadcopters seem fun; I’d like to try one sometime. I’ve seen some that can fly by themselves,
seven unskilled pilots could use them, and are pre-programmed to follow you and take photos and video.
Unfortunately, they are sometimes used to invade privacy and interfere with fire crews and commercial
aviation, and so now require regulation.
Facebook - What could be wrong with a way to stay in communication with friends and relatives, and
share personal information and photos? Unfortunately, its use can become an addiction, it can be a tool
for bullying and it can be poor at protecting that personal information.
Email - Another great way to communicate easily, quickly and inexpensively, until your inbox gets filled up
with spam, your email account is hacked and you click on a malicious link in a phishing email.
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If you look at Maria’s favorite things, they are all pretty innocent and non-controversial, even by today’s
standards. None of them would be subject to laws, regulations or prohibitions (as long as the brown paper
packages tied up with string are not left unattended in a public place, and your doctor does not
recommend limiting your intake of schnitzel or strudel). With all this in mind, a few of the favorite tech
things I might pick to sing about are:
Maps - I’ve always been fascinated with maps. I used to collect AAA road maps and have bought all sorts
of map software, including Microsoft Streets & Trips and DeLorme Street Atlas USA. Now map software
programs are pretty much obsolete, as Google Maps and Google Earth now provide all the maps you
could ever want online. Satellite photography and street mapping / imaging provide accurate, detailed and
up-to-date map information previously unavailable.
GPS - The Global Positioning System was developed by the U.S. military to better locate warfighters and
guide munitions, but the signals from its constellation of satellites are available to any user receiver on
earth for accurate location and time. It provides the “you are here” to enable easy navigation for any
means of travel. The Europeans are currently launching their own constellation of Galileo satellites to
complement the U.S. GPS system, the Russian GLONASS and Chinese BeiDou systems. I own at least
six discrete GPS receivers (handheld, car-mount and USB), though now most people get their GPS
directions through their smartphones.
Office / productivity software - For someone like me, an engineer that can barely handwrite my name
(even my printing is not so great), the ability to write quickly and legibly with a word processing program is
wonderful. There is no way you would have ever read a column from me without it. With my technical and
math orientation, spreadsheets are so useful and actually fun.
Google searches - With all the information available on the internet, it takes a good search engine to sift
out what you want. Though there may be concerns about your browsing information being used to sell
advertising, Google is still the king, and it lends its name (Googling) to searching the web for good reason.
Digital music - Though vinyl records are making a bit of a comeback, digital music is now the only way to
go for portability and streaming. I may not have as much interest in music as I did as a teen, but I
appreciate that I can listen to my MP3 files anywhere.
USB Flash drives - When you can have 128 GB of USB3 storage in your pocket (and a small pocket at
that) for under $30, it is remarkable. And these drives just keep getting larger (in capacity) and cheaper.
Chromebooks - These are so useful for most users’ computing needs. They are light, fast booting, long
running (on battery), low cost and great if what you need is mostly web surfing, email and word
processing.
Star Wars - It was 40 years ago this Memorial Day weekend that this remarkable movie was released.
Three George Lucas trilogies, two Disney movies, a cartoon series and untold numbers of books and
other merchandise items later, Star Wars has become part of our tech culture. I was at the Reagan
Library a few weeks ago and was reminded that it also informally lent its name to the SDI (Strategic
Defense Initiative) missile defense system proposal that was a factor in the ending of the cold war and
collapse of the Soviet Union. To me, Star Wars is just great entertainment that inspires real technology
and scientific discovery.
Gigabyte Flash drives and boxed sets of Star Wars
Chromebooks and Fitbits and Amazon Prime stores
Searches with Google (don’t switch me to Bing!)
These are a few of my favorite tech things
When the web’s slow
When my screen’s blue
When it’s filled with ads I simply remember my favorite tech things
And then I don’t feel so bad
(Apologies to R & H)
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Create and Save
a Custom Footer in Word
nd

By Nancy DeMarte, 2 Vice President, Sarasota Technology Users Group, FL
June 2017 issue, Sarasota Monitor - www.thestug.org =- demarte (at) verizon.net

We’ve all seen a document with a footer. It’s that bit of text or graphics in the margin area at the bottom of
each page in a book or article. It may contain the page number, date, or other information. But how many
of us add footers to the documents we create? Microsoft Word offers easy creation of footers and many
options for footer content and formatting. Knowing what these options are and how to add them to a footer
will give you one more way to enhance your documents.
Some kinds of information which can be included in a footer are listed below:
 Date and time– either the date the document was created or the date/time it was last opened
 Document properties – title, author, subject, company or organization, etc.
 Page numbers – a single number aligned left, right, or center; or variations, such as “Page X of Y”
 File Name – the file path of the document; for example, “c:/msoffice/winword/report/sales2009.doc”
 Graphics – a logo, line, shape, clip art, or photo; color or grayscale
 File properties – number of words, file size in bytes, etc.
 Hyperlink – link to a web page or a folder on your computer
 Variations – different footers on odd and even pages, footers which coordinate with Word themes
The steps for inserting a footer in Word are simple. Open
the document and click the Insert tab – Footer. This reveals
a list of 20 preformatted footer templates from which to
choose (Fig 1), from blank footers to ones that coordinate
with the Word themes. To use one of the footer templates,
click one and it will appear in the document’s footer area.
Add the information you want by highlighting the preset text
and typing your own. It also opens the Header & Footer
Tools Design tab on the ribbon. (Fig. 2) This is a contextual
tab that opens only when a footer is active. Click ‘Design’ to
show a ribbon of tools specifically related to headers and
footers.

Figure 2 Header & Footer Tools Design
tab

To create a custom footer to save for use in future documents, open any document, click Insert – Footer,
and choose any of the templates. (Notice the body of the document becomes grayed out (inactive) while
you are working in the footer area. To return to the body of the document, double click anywhere in the
body.)
I use the Blank (Three Columns) footer to customize because it can be useful for many sorts of
documents. This footer lets me include three pieces of information. I select the left [Type here] field in the
footer and type my name. Then I select the center [Type here] field to add a page number. To do this, I
open the Header & Footer Design tab. Then I click Page Number in the Header & Footer group, and
choose Current Position, then Simple (Plain number).

BITS AND BYTES

JANUARY 2018

PAGE 7

To add a date, I select the right [Type here] field. On the
Header & Footer Design tab, I click Date & Time (next to
Page number). Now I have decisions to make. First, I
select the date format I want. Then I decide if I want to
include the date that the document was first saved or the
date it was last saved. If the latter, then I click the box next
to ‘Update automatically’, and click OK. If I want all future
documents to update automatically, I click ‘Set as Default’
prior to clicking OK. (Fig. 3)

Once your footer is complete, you can save it to the
Footer Gallery so you won’t have to re-create it each
time you want to use it. Click in the left margin next to
the footer to select it. Then click Footer at the left end
of the Header & Footer Design ribbon and click “Save
Selection to Footer Gallery” at the bottom of the
Footer list. (Fig.4) This opens the Create New Building
Block dialogue box.
Figure 4 Save a custom footer to the Footer Gallery

Give your new footer a name, such as “(Your name
or initials) footer,” and choose the Footers Gallery
from the dropdown list next to Gallery. You don’t
need to make any other changes in this dialogue
box. (Fig. 5)
To use the custom footer in a new document, click
the Insert tab – Footer. Find your custom footer in
the gallery. Click it once, and it will appear in your
document.
Your custom footers will be stored as Building
Blocks in the Quick Parts gallery on the Insert tab.
This is where you can edit or delete them. You will
find many other pre-formatted, theme-based “quick
parts” in this gallery.

The Case of the Random Keystroke Repeats

By Bob Woods, Under the Computer Hood UG Webmaster -- www.uchug.org -- webmasters (at) uchug.org

A couple of years ago I decided I needed a new laptop. At the time, Costco was running a sale on a
nicely appointed Acer laptop. Since Acer makes a pretty decent product I took the plunge and bought
one. Overall, it has been an excellent choice with one exception, the keyboard. The keyboard has a nice
feel to it and is well made, but has a problem with randomly repeating keystrokes. This problem was
present in the as shipped Windows 8 and followed through with the Windows 10 update. Resetting
keystroke repeat rates and doing a BIOS update did not alleviate the issue. The problem was more
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annoying than anything, but one day I decided to try to fix the problem once and for all. I tried doing a
search in the Acer support site and saw others with the same model as I have and other models as well.
In most cases the owners were asked to return the units for keyboard replacement under warranty. In
most cases the problem was not resolved by the keyboard replacement. Seeing as this did not help, I
decided to not go through the repair hassle with so little track record of success. So, onto a Google
search of the issue.
Doing a Google search revealed that the issue of randomly repeating keystrokes was experienced by
owners of many other brands and models. Very rarely did keyboard replacement or resetting keyboard
repeat rates help. After digging around a while and trying various recommendations that did not work I
came across an article in the HP Support Forum that sounded feasible. The link to the page is
http://hp.care/2uauUco
Basically, the problem is some keyboards have more key bounce than others. With the short key travel
on laptop keyboards the key bounce allowed the keys to inadvertently register as a double key stroke.
Resetting the keyboard repeat rate will not resolve key bounce. The article describes how to use the
Ease of Use settings in the Control Panel to turn on a key filter for Windows 7 or 8. On Windows 10:
1. Open Control Panel, click on Ease of Use and click "Make the keyboard easier to use."
2. Then under "Make it easier to type" click the check box "Turn on Filter Keys".
3. Next, follow the rest of the article for Windows 7 - 10 to make a change to a registry key that sets the
bounce rate for the keyboard keys to 35 milliseconds.
Wow, that worked like a charm. No more random character repeats while typing. One thing to watch for.
All was going splendidly until after a patch one day. I started to get the random keystrokes again. So, I
checked the Ease of Use settings and found the patch had unchecked to box for "Turn on Key Filters".
Gee, thanks Bill! Once turned back on the problem once again resolved itself and the patch did not
change the bounce rate in the registry. Oh, happy typing again!

How to Retrieve Individual Files from a Windows Backup

By David Kretchmar, Computer Hardware Technician, Sun City Summerlin Computer Club, NV
August 2017 issue, Gigabyte Gazette -- http://www.scscc.club

In Windows 10, Microsoft has included the old Backup and Restore feature from Windows 7. This was
weakened in Windows 8 and completely removed in Windows 8.1, but it is back in Windows 10, even if it
is a bit depreciated
It’s now called “Backup and Restore (Windows7)”. Microsoft’s File History is a is a great tool designed to
back up your individual files, and Microsoft seems to be pushing users to utilize this feature, rather than
relying on entire system backups. To this end, Microsoft states that you cannot restore individual files
from a system image.
Microsoft is being untruthful when it states that you cannot restore individual files from a system image.
This might represent a twist on the old joke that when you get information from Microsoft it is completely
accurate, but useless. I’m not sure it is an improvement for Microsoft to provide inaccurate information to
push users to utilize File History. Using File History to back up your data fits more neatly into Microsoft’s
long-term strategy of moving users to The Cloud, and maybe that’s how they justify this mendacity.
Create an image then use Disk Manager
Obviously, you must create a Windows system backup before you can pull individual files from the
backup image. This can be accomplished in different ways; one way is to go into the Control Panel
(Category View), System Security, then Backup and Restore (Windows 7).
Once you have created the image, execute Disk Management by right clicking on the Start window and
left clicking on Disk Management.
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Click on Action then select “Attach VHD” (Virtual Hard Drive). Note this window shows physical hard
drives (Disk 0, Disk 1, etc.) as well as logical drives (C:, D:, etc.).

Now browse to the location of your image. Your image is contained in a folder named
WindowsImageBackup. Drill down to your image file. There is more than one file in a folder named
“Backup (date of backup).” The one ginormous file is the one we want to attach.
Go back to the Disk Management window and you will see a new hard drive (the virtual drive you just
created). Note it is the same size as the C: drive that was imaged. Right click on the representation of this
drive and proceed to add a logical drive letter to this drive, if one is not already assigned.
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Copy your files
Now use File Explorer to access any of your files in the virtual drive you have just created. It’s that
simple! You can copy and paste any files you like from the image to any other location you can access.
This is not as simple as a restore from File Backup, but it works.
Remember, you have created a virtual drive, also known as a logical drive, every bit as “real” as your
own C: drive, lacking only the graphical user interface. You can even execute programs on your virtual
drive, if you can locate its executable or application file.
Clean up
When you are done gleaning the data you want from the virtual drive, Right click on its representation in
the Disk Management window, and delete the partition(s). Do not delete the image file on your backup
drive or it will be gone forever.
Just reboot and your system will be back minus the virtualization.
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Back to Basics
The HDMI Cable and Connectors

Jim Cerny, Forum Leader, Sarasota Technology User’s Group, FL
April 2017 issue, Sarasota Monitor - www.thestug.org - jimcerny123 (at) gmail.com

As technology changes, hopefully for the better, more and more devices are available to us. For most of
us who use technology for personal and home use, we would like to connect some devices to our TVs to
enjoy the big screen video and great sound experience. The latest connection cable type that does this for
us is HDMI which stands for “High Definition Media Interface”. The cable connectors (the standard size
and a mini size) are shown in the photo. They have a shape to them that allows them to be inserted only
one way, so do not force it into the port, try turning it over (180 degrees) and try again.
The purpose of HDMI is to replace different kinds of connectors and cables with one type that, hopefully,
can handle all your device connections. Do you remember the old days when there were separate audio/
stereo and video cables? Today almost all of the newer devices (laptops, TV’s, DVD players, etc.) will
come with at least one HDMI connector port. The older style connectors may also be present, but if
possible, HDMI should be your first choice to make those connections.
Your TV remote control will have a button labeled “input”, and when you press this button different input
options (that is, what is coming INTO your TV) will be displayed and allow you to select which one you
want. One option will be “cable” which means your TV will show your cable programs – the cable you pay
for each month. But other choices will include one or more HDMI inputs, usually labeled HDMI-1, HDMI-2,
etc. If you have more than one device connected to your TV it is best for each device to connect to its own
HDMI port on the back of the TV. You select which of the inputs you want to view on your TV by using the
“input” button on your remote. Of course, there must be something (video and sound) coming into that port
to the TV for you to see anything. For example, you may have a DVD player connected to HDMI-1, but if
your DVD player is not on and playing something, you will not see anything on your TV when you select
that input option. If you have some older devices which may not have an HDMI connector, you can
purchase a converter device to allow it to connect.
Lastly, I am always amazed by the cost of cables – after all, they are just wires with plugs on the ends,
right? If you check out the prices of cables at stores and the prices on the internet, you will be shocked at
the high prices they can charge for these things. Yes, some cables are higher quality than others and may
come with better “shielding” to protect the signal, but most prices are much too high for what you get. My
advice would be to shop on-line and get the cheapest cable that meets your needs, but make sure you
can return it if you are not happy with it. If it doesn’t work for you, then return it and move up to the next
higher-priced (and hopefully better quality) cable.
You can find out more about HDMI cables and connectors by asking Google, of course. But connecting
them is easy, even for us amateurs.
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Back to Basics - What Is a “Database” Anyway?

Jim Cerny, Forum Leader, Sarasota Technology User’s Group, FL
June 2017 issue, Sarasota Monitor - www.thestug.org - jimcerny123 (at) gmail.com
A “database” is an organized collection of data (accessed on-line or through a software program on your
computer) which allows many options for updating and viewing that data. If you know about
“spreadsheets” then a database is similar to a spreadsheet, but more powerful. Like a word processor is
to text or like a spreadsheet is to numbers, a database is to information.
You may not realize it, but you are probably already using a database every day. Your “contact list” for
your email and your cell phone is a database, as is your calendar and photo organizer. Small and large
businesses use a database application to keep information on their suppliers, customers, inventory, and
much more. I think it is very helpful to have some idea of what a database is and how it can be used.
For our example, let’s take some information that we all probably use every day – our address book or
contact list. We build up the information in this list by adding new names, addresses, phone numbers,
email addresses, etc. We also are able to view the information we have entered and have a way to
update it with new or changed information. In addition, we can SEARCH all the information for certain
things and produce a short or long list of information in the database based upon our search request
criteria. Let’s use our “contact list” as an example. If we have a database of names and addresses, we
can “search” the database by entering the first letter of a name and we may see a list generated of all
names that begin with that letter. As we add more letters in the search box, the list of names is
shortened based upon the letters we entered. So, if we enter a “j” we get all the names that begin with
the letter “j” and if we enter “jo” we get all the names (first and last names) that begin with “jo”, such as
john, johnny, jones, jocks, etc. Entering text in a search box is really providing a FILTER to screen your
data to find what you want. With a database, you can use filters to create lists based upon what you are
looking for. You will also be able to SORT the data. Here are some examples of “requests” that may be
done using a database of addresses:





List all addresses with a Florida zip code sorted by the zip code.
List all people who have birthdays in June.
Sort my information alphabetically by first name.

In addition to the above (which, by the way, may also be done by a spreadsheet application) a database
has ways of linking or associating data. Of course, the data must have been ENTERED into the
database in order for you to find it! A good example of grouping data, using your address list, is
“tagging” or assigning some category to data elements. Suppose in your list of addresses you have
garden club members, a bridge club, a church group, and other categories. You can “tag” or assign
each of these categories to one or more people in your address list. Remember that one person may be
assigned to more than one category. John, for example, may be in your garden club and in your bridge
club. When you assign people to different “groups” in your email contact list this enables you to send a
group email to everyone in that group. Pretty cool, eh? Can you imagine the huge databases used by
airline companies or the military? Not only customer information but parts, inventory, sales, and so
much more information can be organized and available in different ways for different people.
Of course, there are many more tools, options, and capabilities to a database application. Each may
have many possibilities and some limitations, but I think this article will help you understand the basic
concepts about the databases you are already using.
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Pay with your phone – Maybe soon, using Android Pay or Apple Pay
By Phil Sorrentino, Contributing Writer, The Computer Club, Florida
The Journal of The Computer Club, Inc. - http://scccomputerclub.org / Philsorr.wordpress.com
philsorr (at) yahoo.com

Android Pay and Apple Pay are payment services developed and supported by Google and Apple
respectively. They both support in-app and tap-to-pay purchases on their respective mobile devices
(phones, tablets, watches). You can use your phone for so many things already, why not add
purchasing to the growing list? Your phone is usually in your hands anyway, why bother trying to get
out your credit or debit card from your wallet or handbag, just use the phone to authorize the purchase.
It’s really very easy and recent statistics indicate that either system can be used in over 700,000 stores
in the US.

In-app purchases are purchases of extra content or subscriptions that you can buy while in an App,
using your mobile device or computer. (Not all apps offer in-app purchases, but if they do, you will see
“Offers In-App Purchases” or “In-App Purchases” on the app page possibly near the “price”, “buy” or
“get” button.) In-App purchases may be consumable, like “game currency” or “game hints”, or nonconsumable like “an Upgrade to a Pro Edition”, or an offer to “Remove Adds”. An In-App purchase may
allow you to purchase a subscription to a newspaper, a magazine, a game, or even a service like
Netflix.
Tap-to-Pay purchases are purchases you make at a store, at the Point-of-Sales (POS) terminal, using
just your mobile device. (The POS terminal must be a contactless capable terminal.) Your mobile
device takes the place of a credit or debit card or cash. Tap-to-Pay purchases are made by bringing the
mobile device near the point-of-sale terminal and authorizing and starting the purchase by taping the
terminal or possibly pressing a button on the device screen. In order to accomplish this, the device must
have a Near Field Communications (NFC) capability built into the device. The Apple iPhone6,
iPhone6Plus, iPhone6S, iPhone6Splus, or an iPhoneSE all have the capability built in. Android devices
with version 4.4 Kit-Kat or higher are capable if they also have NFC circuitry in the device (check in
Settings in your phone or check the user manual for your particular device). NFC is a set of short range
wireless technologies and communications protocols that enable electronic devices to establish
communication when brought to within 4 cm (1.6 in) of each other. (Communications protocols are a set
of rules that allows two or more participants on a communications network to exchange information.)
So, believe it or not, in your smartphone there may be four different communications capabilities, each
of which also includes an antenna. That little phone is really packed with electronics. Just for review,
the communications capabilities are: NFC for very close communications, almost touching the phone,
up to 1.6 in; Bluetooth, for a personal area network up to 10 meters around the device; Wi-Fi, a local
area network up to maybe 100 meters; and of course, 3G or 4G Cell Phone Tower communications,
capable of distances of up to 45 miles. (In populated areas, a cell tower may never be more than a few
miles away, but in less populated areas the tower may be beyond the phone’s capability. Note that a
typical cell phone has enough power to reach a cell tower up to 45 miles away, but depending on the
technology of the network, the maximum distance may be as low as 22 miles, due to the timing
requirements of the network.)
But back to paying with the phone. In order to make a purchase, you need the appropriate App, Android
Pay for the Android phone and Apple Pay for the Apple phone (or Samsung Pay for certain Samsung
phones). Once you have downloaded the App, you can add a credit or debit card to the App. You can
use the camera to capture your card information or you can enter it manually. This is the card that will
eventually be charged for the purchase. You can change the card to be used at any time. Although
most cards from almost all U.S. banks can be used, some cards may not.
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As with many new technologies, one of the biggest concerns with something like Apple Pay or Android
Pay is security. And so, one of the reasons you may want to use your phone for a purchase is because of
the improved security over a similar transaction made by a credit or debit card. The purchasing process is
a little different in that your card information is never used during the transaction. Instead, a virtual
account number, or one-time transaction code is created and used for the transaction, in place of your
true card information. The transaction code can only be used once, and may even expire after a set
period of time. Additionally, fingerprint ID authentication is used on devices where a fingerprint reader is
available. On devices without a fingerprint reader the purchase is authorized with a password (great,
another password to remember). So, if this system provides better security because of the way it works
and if it is more convenient than using a credit or debit card, this may be the way many future purchases
will be made.
By the way, Android Pay is different from Google Wallet. Wallet is not for purchasing, it is a peer-to-peer
method of transferring money to another person. As the advertisement for Google Wallet states “Google
Wallet is a fast, free way to send and request money. You can send money to someone using just their
email address or phone number – they don’t need to have the Wallet app. All you need is a Google
Account and a debit card to get started.” And let’s not forget that Apple has recently announced a
Peer-to-Peer mobile payment service that will be in the new iOS 11 Operating System. These money
transfer systems may just be an indication of a world that has become more dependent on mobile
devices and less reliant on cash for transactions.

APCUG 2018 WINTER VIRTUAL TECHNOLOGY CONFERENCE (VTC27)
Saturday, February 10, 2018
For more information:
https://apcug2.org/apcug-2018-winter-virtual-technology-conference-vtc27/

You will also be able to use this link to register, but, at time of publication of the newsletter, the
registration link was not available.

TRACK 1
1:00 PM ET - Social Networking: How to Navigate Facebook, Twitter, LinkedIn, and

Instagram

Abby Stokes, Author, “Is This Thing On?”
Abby will explain what everyone is talking about when they bring up Facebook, Twitter, and other social
networking sites. She’ll also share how you can enjoy the benefits without risking the loss of your privacy
and can avoid scams.
2:00 PM ET - Protect Your Important Tech ‘Stuff’
Toby Scott, Tech Guru, Channel Islands PCUG
From wildfires in California to hurricanes in Texas and Florida, Toby’s presentation will cover how to
protect your important tech ‘stuff’ in the event of a natural disaster.
3:00 PM ET - 2 Factor Authentication (2FA)
Ron Brown, Program Chair, Silvercom Computer and Technology Club
This presentation will show you a simple technique that can prevent unauthorized access to any of your
accounts.
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TRACK 2
1:00 PM ET - Digital Terrorism and Hate on the Internet
Rick Eaton, Senior Researcher, Simon Weisenthal Center
Rick’s presentation will cover the Weisenthal Center’s Digital Terrorism & Hate Report Card: Social Media
Giants Fail to Curb Online Extremism
2:00 PM ET - Google apps at home and on the go
Phil Sorrentino, The Computer Club newsletter contributor
Most of us know Google as a website we visit to get answers to all kinds of questions, but there is a lot
more behind the company and the term Google. Google is a company, a website, a number, and a verb.
Phil’s presentation will cover many Google’s apps.
3:00 PM ET - Becoming Your Own Computer Expert
Philip “Phil” Bock, President, Lake County Area Computer Enthusiasts
Current club members (and potential new members) may have widely different levels of computer
expertise. Moreover, the field keeps changing – new hardware, new applications, new software and,
sadly, new security challenges!
Family members, co-workers, fellow club members and knowledgeable friends may be able to provide
help when needed, but they are not always available or may not have the answer(s).
The solution? Become your own computer expert! It is not as hard as it sounds. In this presentation, Phil
offers a two-step process to help with every day “how-to” questions and the more urgent “why” and “why
doesn’t” questions when things don’t go as you expect: (1) already knowing the information you need,
and (2) knowing where to find needed information that you don’t know.
Phil’s presentation is designed to elaborate on these two themes – Step #1 is to build a base of personal
computer knowledge; Step #2 is to develop sources and strategies to get answers about things you do
not know when you need to.
(As the saying goes, two heads are better than one. While Phil happily shares his version of this
presentation, he anticipates that clubs who choose to do their own similar presentation will find ways to
improve on / add to what he has put together. Phil’s hope is that we can share these efforts to the benefit
of all.)

